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Welcome to our newest edition of Kohler HealthCare Consulting’s “Pieces for Success”. We hope you find this periodic
newsletter to be informative and of assistance. If you know others who may find this information useful, please feel free to
share our newsletter with them or with their permission, forward their email address to us for inclusion in our distribution
list.
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TIRBITS, ANNCUNCEMENTS AND
EDUCATIONAL/SPEAKING ENCAGEMENTS

Free Kohler Connection Webinars [check our website freguently for any changes]. Contact

Noel Asen {nasen@kohlerhc.com) for webinar information. Existing webinars are also
available and we can hold one just for your organization! See our website for listings. Again, if
interested, please contact us at 410-461-5116.

o Need Help With Your Charge Description Master (CDM)? Many of
our options are very budget-friendly and we would love to work with
your team. For more information, please \isit assistance@kohlerhc.com
or contact Sara Rivenburgh at srivenburgh@kohlerhc.com

For our Maryland hospital clients, there is a free CDM Forum site
where you can sign up and post CDM questions to discuss with your
peers.

https://groups.google.com/forum/#!forum/marylandcdmforum

For any questions regarding the forum, please contact Khalida Burton
at kburton@kohlerhc.com.

o KHC White Papers - (1) Telemedicine; (2) Proposed E/M Changes
for 2019; (3) Hierarchical Codes - Contact Jessica Felder at
jfelder@kohlerhc.com or 410-461-5116 to request a copy.

-] "Watch Over" [me] Service .... in Japan. The AARP Magazine published
an article that discussed a unique way of dealing with the needs for a growing
older population. Using the same workforce, with low incremental costs
(using a tablet with internet) and a low monthly fee, the postal carrier checks
on the older resident while delivering mail and sends the status to family
members.

@ Revised Annual Assistance Flyer on the KHC Website. Need operational
guidance or help with regulatory and compliance questions? Our flexible
Annual Assistance Program gives you quick access to the talent and
resources you need. For more information, please \wsit:

[http:/mvww kohlerhealthcareconsulting.com/?page=annual assistance_program]or contact: assistance @kohlerhc.com

@ Maryland July 1, 2019 RVU Update. KHC had an informal discussion with the HSCRC regarding this year’s rate
center. Please reach out to Sara Rivenburgh at srivenburgh@kohlerhc.com for additional information.

@ Watch the Billing for IMRT Planning. CMS thought it had stopped the separate billing for simulations
performed before or during the development of the IMRT plan in 2014. HHS OIG reports an overpayment of
up to $25.8 million between 2013 and 2015. Some LCDs had been silent on the timing and not as clear as
the Medicare Claims Processing Manual — and add that the CMS edits only edit on the same date of service.
So, it might make sense for you to be sure that you have the proper edits in place.

@ Notes From the AARP: Lowering Drug Prices is Long Overdue. "There is no reason for Americans to pay
more for prescription drugs than anyone else in the world." "One of the main reasons prescription drug prices
are so high is that the pharmaceutical companies are allowed to set prices with no transparency. That's how
they like it. Meanwhile, those companies spend billions on advertising and lobbying to protect their monopolies
and control the price of drugs to keep charging all of us more." September 2018-AARP Bulletin, page 42.
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@ Please follow KHC on Linked In: https://www.linkedin.com/company/k ohler-healthcare-consulting-inc

@ HCPro Books Authored by KHC Staff:
Long Term Care From A to Z, Written by KHC Staff— published in December 2016. The book is now available for sale
thru: https://hcmarketplace.com/long-term-care-billing. See website for more details.

Hospital Billing From A to Z, written by KHC staff is a reference guide that covers Medicare requirements with ease
of use for those involved in hospital billing. The book is available thru:
http://hcmarketplace.com/hospital-billing-from-a-to-
z2code=EB313813&utm_source=HCPro&utm_medium=email&utm_campaign=HBFAZ

Physician Practice Billing From A to Z is a comprehensive, user-friendly guide to billing requirements, with particular
emphasis on Medicare. This resource will help physician practice billers understand the relevant regulations, code
sets, compliance issues, and a myriad of other factors that affect the billing process. To learn more about the book

or to order go to HCPro:
http://hcmarketplace.com/physician-practice-billing-from-a-to-
z2code=PP|&utm_source=edit&utm_medium=enl|&utm_campaign=ENL_PP| 063015

CMS; G, MEDRICARE and MEDICAID UPDATES

ICD-10-CM CHANGES FOR FY 2019 — Julie Leonard

The ICD-10-CM changes for fiscal year (FY) 2019 have been released as of mid-summer 2018. This years
changes are smaller in number than the previous two years. There as usual additional codes, revised codes and
deactivated codes as well as changes and additions to Section 1 Convection, general coding, guidelines and
chapter specific guidelines. All of the changes can be viewed here,
https://www.cms.gov/Medicare/Coding/ICD10/2019-ICD-10-CM.html.  Kohler HealthCare Consulting has pulled
some highlights together.

Total number of new ICD-10-CM codes is 279, 143 revised, and 51 deactivated codes which will become reportable
as of 10/01/2018 (FY 2019)
The following chapters contain revisions:

e Chapter 1: Certain infectious and parasitic diseases

e Chapter 2: Neoplasms-current verses personal history

e Chapter 5: Factious Disorder

e Chapter 9: Diseases of the circulatory system-Hypertension with Heart Disease; Hypertensive Chronic
Kidney Disease; and Subsequent Acute Myocardial Infarction

e Chapter 15: Pregnancy, childbirth and the puerperium-Drug use during pregnancy, childbirth and the
puerperium

e Chapter 18: Symptoms, signs and abnormal clinical and laboratory findings, not elsewhere classified-
Glascow coma scale

e Chapter 19: Injury, poisoning and certain other consequences of external causes-burns of the same
anatomic site; underdosing; adult and child abuse, neglect and other maltreatment

e Chapter 21: Factors influencing health status and contact with health service-Factors Influencing Health
Status and Contact with Health Senice-Body Mass Index; Prophylactic Organ Removal

e The General Guideline section has additions (#19) and revisions (#14); clarification has been added to
convection 15."

e 14. Addressing “Social Determinant” codes Z55-Z65. “For social determinants of health, such as information

! https://www.cdc.gov/nchs/icd/data/10cmquidelines-FY2019-final.pdf
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found in categories Z55-Z65, Persons with potential health hazards related to socioeconomic and
psychosocial circumstances, code assignment may be based on medical record documentation from
clinicians involved in the care of the patient who are not the patient’'s provider since this information
represents social information, rather than medical diagnoses. The BMI, coma scale, NIHSS codes and
categories Z55-Z65 should only be reported as secondary diagnoses” (Section I. Conventions, general
coding guidelines and chapter specific guidelines; General Coding Guideline 14)

e 19. Coding for Healthcare Encounters in Hurricane Aftermath:

Use of External Cause of Morbidity Codes.
Sequencing of External Causes of Morbidity Codes
Other External Causes of Morbidity Code Issues
Use of Z codes

aooo

“Assign as many codes as necessary to fully explain each healthcare encounter. Since patient history
information may be very limited, use any available documentation to assign the appropriate external cause
of morbidity and Z codes.” (Section I. Conventions, general coding guidelines and chapter specific
guidelines; General Coding Guideline 19).

The Conventions address “WITH,” by providing some clarification language. The word “with” or “in” should
be interpreted to mean “associated with” or “due to” when it appears in a code title, the Alphabetic Index
(either under a main term or subterm), or an instructional note in the Tabular List. “The classification
presumes a causal relationship between the two conditions linked by these terms in the Alphabetic Index or
Tabular List. These conditions should be coded as related even in the absence of provider documentation
explicitly linking them, unless the documentation clearly states the conditions are unrelated or when another
guideline exists that specifically requires a documented linkage between two conditions (e.g., sepsis
guideline for “acute organ dysfunction that is not clearly associated with the sepsis”)”. Section I.
Conwentions, general coding guidelines and chapter specific guidelines; Convention 15.

OIG RELEASES VULNERABILITIES FOR MEDICARE HOSPICE - Daria Malan

Hospice care can provide great comfort to beneficiaries, families and caregivers at the end of life. OIG is committed
to ensuring that beneficiaries receive quality care and to safeguarding the hospice benefit; however the OIG has
identified vulnerabilities in the hospice program. All the while, Medicare payments for hospice have steadily grown
owver the past decade.

Medicare beneficiaries can receive hospice care from a hospice provider, either directly or under arrangement, in
four settings and payment for each covers all aspects of the patient’s care related to the terminal illness, including all
senvices delivered by the interdisciplinary team, medications, medical equipment and supplies. Within each level of
care, a hospice is paid each day for a beneficiary in its care, regardless of the quantity or quality of services provided
on that day. The four lewvels are defined as:

1. RHC - Routine Home Care is the most common and can be provided in the patient’'s home or other places
of residence, such as an assisted living facility or nursing facility.

2. GIC [or GIP] - General Inpatient Care is for pain control or symptom management that cannot be managed
in other settings, such as home. General inpatient care is intended to be short term and may be provided in a
hospice inpatient unit, a hospital, or a SNF.

3. CHC - Continuous Home Care is allowed only during brief periods of crisis and only as necessary to
maintain the individual at home.

4. IRC - Inpatient Respite Care is short-term inpatient care provided when necessary to relieve the caregiver.

The Medicare hospice benefit consists of two 90-day benefit periods and an unlimited number of 60-day benefit
periods. Throughout each benefit period, the patient must continue to meet eligibility criteria: “The patient must be
certified as terminally ill, defined as 6 months or less to live, if illness runs its normal course.” Beneficiaries forgo
curative care for the terminal illness and instead receive palliative care.

In brief, the OIG identified wlnerabilities as:

1. Hospices do not always provide needed services to beneficiaries and sometimes provide poor quality care.
In some cases, hospices were not able to effectively manage symptoms or medications, leaving
beneficiaries in unnecessary pain for many days.

2. Beneficiaries, families and caregivers do not receive crucial information on the election statement to make
informed decisions.

3. Incomplete physician documentation for certifications.




Failure to create and adhere to the required interdisciplinary plan of care.

Lack of clinical documentation to support the claim.

Lack of 24/7 available senices, as required.

Inappropriate billing, including billing for a more expensive level of care when the beneficiary does not need
it.

Hospice enroliment of beneficiaries who are not eligible for hospice care.

Billing for services never provided, biling same day physician services under Part A and Part B, or
separately billing Part D drugs cowvered under the daily rate.

10. Recruitment schemes to target ineligible patients or falsely certifying patients.
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Hospice is an increasingly important benefit for the Medicare population. Future OIG work will focus on quality of
care in hospices, hospice billing, and compliance. Along with other recommendations, the OIG recommends that
CMS strengthen program integrity and oversight via their survey process to better ensure that hospices provide
beneficiaries with needed services and quality care. To see the complete July 2018 report from the OIG and all of its
recommendations to CMS, visit https://oig.hhs.gov/newsroom/media-materials/2018/hospice/

KHC has RN hospice reviewers on staff who can assist hospice providers by assessing their current status and
wilnerabilities (or “appearance of’ winerabilities). Call our office to get more information: 410-461-5116.

Resources:

Vulnerabilities in the Medicare Hospice Program Affect Quality Care and Program Integrity: An OIG Portfolio. OEI-
02-16-00570 July 2018 oig.hhs.gov
https://oig.hhs.gownewsroom/media-materials/2018/hospice/

NATIONAL HOSPICE AND PALLIATIVE CARE ORGANIZATION FACTS AND
FIGURES2017_Facts_FiguresHospice2018NHP CO
https://www.nhpco.org/sites/default/files/public/Statistics_Research/2017_Facts_Figures.pdf

CMS FY2019 IPPS FINAL RULE HIGHLIGHTS - Khalida Burton

The Centers for Medicare and Medicaid Services (CMS) released the Fiscal Year (FY) 2019 Inpatient Prospective
Payment System (IPPS) final rule. The rule was published in the federal register on August 17, 2018. The final rule
contained updates to payment and quality policies.

The final rule contains the following changes:

1. Worksheet S-10 will continue to be incorporated into the Medicare Cost Report to account for
uncompensated care.

2. Operating payment rates increased by 1.85% to accommodate requirements mandated by the Affordable
Care Act.

3. Medicare cost report submission proposals will be finalized with the exception of the proposal requiring IRIS
data for GME and IME residents.

4. Hospitals are required to publically report standard charges (charge master data) on their website using a
machine readable format. This provision is effective January 1, 2019.

5. New urban teaching hospitals are allowed to form affiliated groups with other new urban teaching hospitals.
Both entities are eligible to receive decreases and increases to FTE caps.

6. Chimeric Antigen Receptor (CAR) T-Cell therapy approved as new technology and is assigned to MS-DRG
016. The new name is “Autologous Bone Marrow Transplant with CC/MCC or T-cell Immunotherapy.” This
new technology will receive an add-on payment for FY 2019.

7. Eighteen quality measures were removed as those measures did not result in better patient outcomes or
have associated costs that outweighed the benefit.

8. No changes were made to the Two-Midnight payment policy. However, it is no longer a requirement that
written inpatient admission orders be present in the medical record as a specific condition of Medicare Part A
payment. The regulations at 42 CFR 412.3(a) have been revised to accommodate for this change.

To obtain a copy of the FY2019 Final Rule and Tables please visit:

https://www.cms.gov/Medicare/Medicare-Fee-for-Service-Payment/AcutelnpatientPPS/FY2019-IPPS-Final-Rule-
Home-Page.html
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HIGHLIGHTS OF THE CY 2019 HOME HEALTH PROPOSED RULE - Simbo Famure

The Centers for Medicare and Medicaid Services (CMS) has projected a 2.1% or $400 million increase in payments
based on the 2019 Home Health Proposed Rule. This is dependent on whether or not the home health agency is in
a frontier area or a high-utilization area. The rural add-on amount in a frontier area will increase to 4%, the amount
for a high-utilization area will drop to 2%, and the remaining areas will get 3%.

The new Patient Driven Groupings Model (PDGM) would eliminate the use of therapy thresholds which are currently
in place through the Bipartisan Budget Act of 2018. Focus would be made on providing the patient’s unique care
needs. CMS states, “The improved structure of the proposed case-mix system would move Medicare towards a
more value-based payment system that puts the unique care needs of the patient first while also reducing the
administrative burden associated with the Home Health Prospective Payment System HH PPS.”

CMS proposes to have the cost of patient monitoring devices to be reported by home health agencies as allowable
costs. This is to encourage the adoption of emerging technology for more effective care planning.

The implementation of home infusion therapy and the transitional payments that are required by the Bipartisan
Budget Act of 2018 are also detailed in the proposal to create standards for the home infusion therapy suppliers and
the accrediting organizations of the suppliers.

In addition, the proposal includes the removal of two OASIS-based measures from the set of applicable measures:
Influenza Immunization Received for Current Flu Season and Pneumococcal Polysaccharide Vaccine Ever
Received. This would replace the proposed composite measures and amend the calculation of the Total
Performance Scores for OASIS-based claims.

Other parts of the proposed 2019 Home Health Proposed Rule can be found here:
https://s3.amazonaws.com/public-inspection.federalreqister.gov/2018-14443.pdf

CHANGES COMING FOR MEDICARE PART D PLANS - Patti Sargianis

Changes are coming to Medicare in CY 2020 to support more choice, lower costs and improved therapeutic
outcomes with prescription drugs. In August, the Centers for Medicare & Medicaid Services (CMS) announced
modifications to the Medicare Part D program in response to President Trump’s promise to lower drug costs. This
program, also known as the Medicare prescription drug benefit, is a federal government program to subsidize the
costs of prescription drugs and prescription drug insurance premiums for Medicare beneficiaries.

Currently the policy for Part D plans, is that if a drug is part of the plan’s formulary, it must be covered for all
indications that have approved by the U.S. Food & drug Administration (FDA), even if the plan might want to cover
another drug with that indication. In an effort to minimize costs for their patients, providers often prescribe the
drug listed on the plans formulary; however, the drug may not be the best choice for a particular patient and their
clinical situation.

CMS administrator Seema Verma noted that “by allowing Medicare's prescription drug plans to cover the best drug
for each patient condition, plans will have more negotiating power with drug companies, which will result in lower
prices for Medicare beneficiaries." By allowing Part D plans to negotiate for better pricing, especially high cost
drugs, together with the ability to exclude drugs for specific indications will provide additional negotiating leverage
for them with manufacturers. At the end of the day this should reduce costs for seniors.

John Rother, president and CEO of the National Coalition on Healthcare and chair of the Campaign for Sustainable
Rx Pricing agrees. He believes that “some drugs may not be the best choice or the most affordable option for
certain indications.” Rother suggests that this change will increase pressure on the pharmaceutical industry to
“lower costs and have more careful utilization...only the most appropriate drugs are used when people need them."

Others are not so optimistic. There is concern among some that this change could make formularies more
complicated for doctors and other providers to navigate. Marsha Simon, PhD, president of Simon & Co., a firm
specializing in health policy development, worries that these changes will make formularies too complex and create
confusion for beneficiaries. The American Medical Association is worried as well. In a statement from Dr. Barbara
McAneny, AMA President, “under the plan, Medicare patients will face increased challenges as they navigate health
plans to make sure that their needed drug is on their selected formulary. McAney added that it will be “even more
difficult for physicians who are working with patients to get them on the best medicines covered by the patient’s
formulary.”

This formulary approach, already used by private insurers, could go a long way to ensure that Medicare
beneficiaries receive individualized drug treatment targeted to meet their needs at lower costs. Starting in 2020,
Medicare beneficiaries will be able to access a broader list of drugs at lower prices. While many in the industry
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believe this is a good first step, more changes are still likely needed to ensure Medicare beneficiaries get the best
drug at the best price possible.

Read more about it here:

https://www.cms.gov/newsroom/fact-sheets/indication-based- formular y-design-beginning-contract-year-cy-2020

https://www.cms.gov/Research-Statistics-Data-and-Systems/Computer- Data-and-Systems/HPMS/Downloads/HPMS -
Memos/Weekly/SysHPMS-Memo-2018-Aug-29th.pdf

https: //www.medpagetoday.com/ publichealthpolicy/medicare/ 74865

https://www.mdedge.com/rheumatologynews/article/ 173927/ business-medicine/red-flag-raised-cms-indication-
based-formulary

HIGHLIGHTS OF 2019 OPPS/ASC PROPOSED RULE - Simbo Famure

The new proposed rule by the Centers for Medicare and Medicaid Services (CMS) that has been recently created for
the CY 2019 Outpatient Prospective Payment System (OPPS) will increase hospital rates by 1.25%. Payments for
clinic \sits will be site-neutral in order to reduce the payment rate to 40% of the OPPS rate whether service was
provided at a hospital outpatient clinic or at an off-campus provider-based facility. CMS projects that this plan would
save the Medicare program and its recipients a combined amount of approximately $760 million since clinic visits are
the most common procedures billed in OPPS. Ultimately, the change is projected to reduce OPPS payments by
1.2%, which would largely offset the 1.25% payment rate increase.

Changes will also be made to the current 340B drug program which is already at a discounted 22.5% payment rate
that started on January 1, 2018. CMS would extend a discounted payment rate to drugs provided at off-campus
provider-based departments under the 340B at a rate that is the Average Sale Price (ASP) minus 22.5%.

Other changes included in the proposal are commitments to its Meaningful Measures Initiative which are to remove
10 measures from the Outpatient Quality Reporting Program. One of these would be removed for CY 2020 and nine
by the beginning of CY 2021.

Details of the 2019 OPPS/ASC Proposed Rule can be found in the link below:

https://www.cms.gov/Medicare/Medicare -Fee-for-S ervice-P ayment/HospitalO utpatientPPS/Downloads/CMS -1695-P-
OPPS-Claims-Accounting. pdf

REALTTH SERVICES COST REVIEW COMMISSION NEWS

SUMMER IS OFFICIALLY OVER AND THE HEALTH SERVICES COST REVIEW
COMMISSION IS BACK IN SESSION - Lauren Rose

As our society moves with the speed of light, healthcare regulations and initiatives throughout the country are in a
constant state of change. Maryland is no different, and each initiative is working to ensure Marylanders are receiving
high quality and affordable healthcare.

The August HSCRC public meeting was cancelled (the executive session was still held), and the September 12"

meeting’s agenda was not as large as usual, but as always, the topics were of high importance. From an
administrative standpoint, KHC joins the rest of Maryland in thanking Donna Kinser for her service to the Health
Senvices Cost Review Commission (HSCRC) and welcoming Katie Wunderlich as the new Executive Director. Both
the Rate Setting and Methodology teams welcomed new team members as well.

Hospitals have been continuing the trend of collapsing their Definitive Observation (DEF) rates into their
Medical/Surgical (MSG) rates as the staff and units are so closely aligned for these services. In addition, hospitals
are making sure that they have an Interventional Radiology Cardiovascular (IRC) rate even if they might not have an
Interventional Radiology Suite because the invasive procedures that occur in Diagnostic Imaging are reportable via
the IRC rate.

You may have heard about a few key organizational consolidations occurring in the state. The Behavioral Health
program for Adventist will be consolidated with Shady Grove Medical Center. In addition, in Prince George’s County,
the Rehabilitation and Chronic Care services will be moving from Laurel Regional to Prince George’s Medical Center.
These changes are in preparation for the new facility and other anticipated changes.

The Maryland Primary Care Program continues to move forward with 25 (and counting) Care Transformation
Organization applications submitted. Interested applicants include hospitals, health systems, Accountable Care
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Organizations, and other entities. 595 primary care practices across the state, with representation from every county
and including approximately 75% of the state’s practices, have signed up for this program. This is an initiative
funded by the Center for Medicare and Medicaid Services and coordinated with the Center for Medicare and
Medicaid Innovation.

For more information on these initiatives and more, be sure to keep your eye on the Health Services Cost Review
Commission and Maryland Hospital Association.

FINANCE = MANAGEMENT

IS THE ANNUAL OPERATING BUDGET OBSOLETE? CONSIDER THE ROLLING
FORECAST - Christopher Fallon

Of all the processes in a hospital / health system, which major annual task produces the least value relative to the
executive and staff time invested? The annual Operating Budget comes to mind. Certainly, the C Suite and
Finance Team expend a great amount of energy and time. In addition, the Operations and Support Teams expend
a similar amount of time and energy. What would be the total hours expended? Depending on the size and
complexity of the organization, the answer can range from 4,000 to 15,000 hours. That time and energy can be
redeployed toward more productive use.

Why don’t Operating Budgets work anymore? In a nutshell, things change too quickly and too profoundly. The
healthcare delivery system is in constant fluctuation with overwhelming changes that are material and
unpredictable. Budget assumptions are usually developed and finalized 3 to 6 months before the start of the new
fiscal year. Those assumptions are stale before the fiscal year even starts. Once into the fiscal year, change and
divergence from the budget accelerates and compounds. Consequently, the budget is less and less useful as the
months go by.

So what to do? Consider the adoption of a rolling forecast. The basics are the upcoming quarter's projection
would be based on a trailing 3 months actual performance with considerations for seasonality, volume and current
events. Projections that indicate unfavorable Results from Operations dictate that Management adopts a prompt
and effective plan of correction. For a rolling forecast approach, Management still requires:

e Elimination of the budget process and performance measurement tool is a profound change. As with any
major change, there are some stakeholders that will have difficulty with the adjustment.

e Stakeholders including the Board, Finance Committee, Management, Physicians and Directors must be
identified. Tailored, pre-implementation communications should be developed. The value and
expectations of replacing the budget with a rolling forecast must be communicated with a Frequently Asked
Questions (FAQ) document.

e Specific metrics must be developed and communicated to department heads with the clear understanding
that the metrics must be archived. If metrics are missed, Action Plans to achieve the original metrics in the
upcoming quarter is mandatory.

e Major initiatives (plant expansion, major new clinical service, physician practice acquisitions and other
acquisitions, etc.) must be planned in detail and incorporated into the organizational and departmental
metrics that will be adopted.

e To achieve stated metrics, disciplined Process Improvement and Lean concepts need to be embraced by
the organization.

e Capital budgeting and an FTE / Labor budget are still required.

e A 3to5year Results from Operations forecast is still worthwhile.

This change will initially be welcomed due to the perceived time and energy saving, but participants will quickly
learn that they must manage and be dewoted to achieving or exceeding their metrics.

What about the year of transition? Actually, multiyear planning is in order. Change of this magnitude should be
communicated and reinforced often. Parallel metrics and systems should be in place to help enable change.

What if things go south? Re-institutes the budget? No way!! Communicate, listen, and adapt. Stay the course
and re-dedicate the organization to saving time and energy in adopting a better way. Redeploy those saved
resources toward higher value endeavors.




DATA SECURITY

INTERNET OF THINGS: ARE YOU SAFEGUARDING PHI AND YOUR ORGANIZATION’S
DIGITAL ASSETS? — Josh Leventhal

Healthcare organizations are familiar with the HIPAA statute that governs the privacy, security and breach of
healthcare data. A breach of protected health information (“PHI”) results in large fines, putting many organizations
in financial crisis. In adding to HIPAA compliance, large budgets also support safe guarding an organization’s digital
assets and operations.

The Internet of Things (“loT”) has integrated various, seemingly unrelated aspects of our lives through a large
network of connected devices. In the digital age, everything is connected to the Cloud and provides a seemingly
endless informational super highway with limitless entry and exit points. Your mobile device, your smartwatch, your
car's computer, all create a digital footprint that logs your activity for your analysis.

Imagine this scenario. You wake up in the morning and decide to head out for a walk. You want to see how far you
go, so you turn on the GPS on your mobile device. You open the third party application you downloaded from the
app store and hit start. When you get home, you feel great, but need to cool down. You grab your mobile device
and lower the temperature in your house a few degrees. A natification from another app on your device informs you
that the load of laundry you put in before you left is done.

Although this scenario may sound extreme, lower costs of device and cloud technology are increasing the number
of systems that touch our lives. This is not limited to consumer systems; many healthcare organizations rely on loT
devices to support their non-clinical operations. Security, inventory, HVAC and other systems now rely on
connected sensors and data that is exchanged with these devices.

Each additional system represents a security risk as a missed update by a third-party vendor could result in
unauthorized access to systems containing PHI. Before 10T, cybersecurity could be focused on securing internal
systems through logins, private networks, firewalls and anti-virus software. With IoT, it is necessary to understand
how each system works and it's winerabilities in context of a larger network infrastructure strategy.

For example, hackers exploited vulnerabilities in a third-party vendor's security cameras for a large Mid-Atlantic
medical practice to access their network installed ransomware. Even if the hackers did not access PHI, there was
still an impact to the businesses operations as employees were not able to access systems until the issue was
resolved.

A cybersecurity strategy that incorporates several networks with increasing levels of security, from open guest WiFi
to closed networks with two-factor authentication can help mitigate these risks and still support business operations.
Further, annual risk assessments will help identify cybersecurity risks. The Office of the National Coordinator for
Health Information Technology offers a free Security Risk Assessment tool:
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment.

If you think your systems may have been accessed by an unauthorized party, CMS offers an overview with some
detailed links at:

https://www.cms.gov/Outreach-and-Education/Medicare-Learning-Network-
MLN/MLNProducts/Downloads/HIPAAPrivacyandSecurityTextOnly.pdf.

OTHER ICLES OF INTEREST

ELECTRONIC HEALTH RECORD INCENTIVES FOR BEHAVIORAL HEALTH PROVIDERS -
Janet Ellis

The Improving Access to Behavioral Health Information Technology Act was passed by the Senate on May 8, 2018
and will proceed to the House for consideration. The bill will authorize the Centers for Medicare and Medicaid
Services (CMS) to test models to provide incentive payments to behavioral health providers for incorporating the
Electronic Health Record (EHR) into their practice. As the nation’s mental health and opioid addiction crises
continue to rise, providers need electronic tools to effectively manage patients. Technology will assist with
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improving care coordination and treatment for patients with addiction and mental health illnesses by supporting the
delivery of treatment and recovery and prevention of senices that are integrated with physical health care.

Incentive payments have been paid to healthcare providers to utilize EHRs. Healthcare providers that treat
behavioral health condition were not included in the funding. The legislation would add the incentive program for
behavioral health providers. Providers and settings that would be added are clinical psychologists, clinical social
workers at psychiatric hospitals, community mental health centers, residential or outpatient mental health treatment
facilities and addiction treatment facilities. Passing this bill will provide the same incentives for behavioral health
providers and will be in line with incentives that other medical professionals have received. The information can be
found in Section 1115A (b) (2) (B) of the Social Security Act (42 U.S.C. 1315a (b) (2) (B).

HOSPITALS' BILLING AND PAYMENT PROCESSES ARE JUST OK — AND FINANCIAL
EXECUTIVES KNOW IT - FROM BECKER'S HOSPITAL REVIEW (9/10/18) — Charlotte
Kohler

Their on-line survey included nearly 80 senior financial leaders and executives (28 C-level executives, 16 vice
presidents, 24 directors, 8 managers) from within health systems, academic medical centers, community hospitals,
medical groups and children's hospitals across the U.S.

“When it comes to billing and payment processes, nearly half of healthcare executives see the need to improve the
patient experience.

Most hospitals and health systems see patient billing and payment as a strategic imperative, yet they report
lackluster progress in making these processes more consumer friendly, timely and effective. Rare is the hospital or
health system that considers its billing and payment process a modernized and precise point of organizational pride.
Most financial executives say their organizations are simply doing so-so and 50 percent reported the need to
improve the patient experience aspect of this process, according to new survey results from Cedar, a data-driven
patient payment and engagement platform.” (https://www.beckers hospitalreview.com/finance/hospitals -billing-and-
payment-processes-are-just-ok-and-financial-executives-know-it.html)

Margins within hospital have shrunk, and technology is often outdated. Add to that, payers have made billing and
collection even harder with new, complicated and diverse requirements. In our consulting, we often find that even
though the provider staff try to obtain clear guidance from the payer on coverage and payment, the verification
clarity is at best a 50-50 level for accuracy and completeness. The provider staff often doesn’t have the information
or the understanding of the patient’s specific insurance plan and can’t possibly provide complete and accurate
information. So, then the information that the provider gives to the patient about “how much you will owe” is wrong.

New technology is very expensive and can severely hurt cash-flow. Hospitals often report deceased collections and
increased costs in their effort to improvement technology. “We must, but will we live through it?”

ADDITIONAL INFORMATION

Thank you for your interestin Kohler HealthCare Consulting, Inc. If you wish more information about KHC and the services we
offer, please visit our website http://www.kohlerhealthcare.com or call 410.461.5116. If you prefer not to receive future

issues of our publication, please hit ‘reply’ and let us know and we will immediately remove you from our distribution. Thank
you.
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